ISO

27001/27002
Foundation Training

Course Description

ISO 27001 is a 3-day instructor-led course, focusing on the ISO 27001/27002 principles and implementation
techniques. certification. The course includes lecture sessions, classroom work, as well as homework
assignments. It is based upon ISO 27001 Specification and ISO 27002 ‘Code of Practice”. The course will be
lead by our Principal Consultant, who is expert in the field with more than eighteen years of Information

Security Experience.

Target Audience

¢ Information Security Non-Certified Staff & New Hire
¢ Network Administrators

¢ Application Developers

¢ Quality & Testing Professional

+ Internal Audit Staff

Learning Objectives

At the end of this course, the learner will be able to:

¢ Identify the components of ISO 27001 & ISO 27002

¢ Identify the benefits of implementing each ISO 27002 process in an organization
¢ Lead the Risk Assessment Exercise

¢ Select the ISO 27001 Controls

¢ Conduct the Security Awareness Sessions

¢ Leads the Implementation of ISO 27001 with assigned consultants
¢ [Evaluate the Physical and Logical Security
¢ Conduct Internal Security Audits

¢ Lead the Continual Security Improvement Initiatives
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Course Contents:

This course provides the most comprehensive 3-day training covering ISO 27001/ISO 27002 Information
Security Management System.

ISO 27001/1SO 27002 Background
ISO 27001 certification of Information Security Management System (ISMS)
Information Security Management System - ISMS Implementation

+ ISMS General Requirements

+ Establishing and Managing ISMS
= Establish the ISMS
= Implement and Operate ISMS
= Monitor and Review ISMS
= Maintain and Improves ISMS

+ ISMS Documentation Requirements

¢ General Documentation Requirement
¢ Control of Document

¢+ Control of Records

+ Management Responsibility

¢ Management Commitment

¢ Resources Management

¢ Provision of Resources
¢ Training, awareness and competence
¢ Internal ISMS Audit

Management
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Management Review of the ISMS

¢ General

¢+ Review Input

¢+ Review Output
ISMS Improvement

¢ Continual Improvement

¢ Corrective Action & Preventive Action
Review of Control Objectives and Controls

¢ Security Policy

¢ Organization of Information Security

+ Internal Organization
+ External Parties

Asset Management

+ Responsibility for Asset

¢ Information Classification
HR Security

¢ Prior to Employment

¢ During Employment

¢ Termination or change of Employment
Physical and Environment Security

¢ Secure Areas

¢+ Equipment Security

Management
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+ Communication and Operation Management
¢ Operational Procedures and Responsibility
¢ Third Party Service Delivery Management
¢ System Planning and Acceptance
¢ Protection against malicious and Mobile Code
+ Backup
¢ Network Security Management
¢ Media Handling
¢ Exchange of Information
¢ Electronic Commerce Services
+ Access Control
¢ Business Requirement for Access Control
¢ User Access Management
¢ User Responsibilities
¢ Network Access Control
¢ Operating Systems Access Control
+ Application and Information Access Control
¢+ Mobile Computing and Teleworking
+ Information Systems Acquisition, Development and Maintenance.
¢ Security Requirement of Information Systems
¢ Correct Processing in Application

¢ Cryptographic Controls

¢ Security of System Files
¢ Security in Development and Support Processing

¢ Technical Vulnerability Management

Management Quality
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+ Information Security Incident Management
+ Reporting Information Security Event and Weaknesses.
¢ Measurement of Information Security Incident and Improvement
+ Business Continuity Management
+ Information Security Aspect of BCM
¢ IT Aspect of BCM
+ Compliance
¢+ Compliance with Legal Requirement
¢+ Compliance with Security Polices and Standards, and Technical Compliance.
¢ Information System Audit Consideration
+ Information Security Management Process
+ Reviewing Security threats and vulnerabilities
¢+ Management of Security Risks
¢+ Management System
¢ ISMS Documentation
¢ Process Management and PDCA
¢+ Employee Awareness, Training & Competence

+ IS0 27001 Audit Plan

¢ Information Security Auditing
¢ Audit Planning/Preparation

¢ Conducting the Document Review

¢ Developing Audit Protocols/Checklists

¢ Audit Process
+ Conducting on-site audit activities
¢ Opening Meeting
¢ Collecting & Verifying Information

¢ Auditing Top Management

¢ Audit reporting - Management Quality Source
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